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SUBCHAPTER I—DISCLOSURE OF 
NONPUBLIC PERSONAL INFORMATION 

§ 6801. Protection of nonpublic personal informa-
tion 

(a) Privacy obligation policy 

It is the policy of the Congress that each fi-
nancial institution has an affirmative and con-
tinuing obligation to respect the privacy of its 
customers and to protect the security and con-
fidentiality of those customers’ nonpublic per-
sonal information. 

(b) Financial institutions safeguards 

In furtherance of the policy in subsection (a) 
of this section, each agency or authority de-
scribed in section 6805(a) of this title, other than 
the Bureau of Consumer Financial Protection, 
shall establish appropriate standards for the fi-
nancial institutions subject to their jurisdiction 
relating to administrative, technical, and phys-
ical safeguards— 

(1) to insure the security and confidentiality 
of customer records and information; 

(2) to protect against any anticipated 
threats or hazards to the security or integrity 
of such records; and 

(3) to protect against unauthorized access to 
or use of such records or information which 
could result in substantial harm or inconven-
ience to any customer. 

(Pub. L. 106–102, title V, § 501, Nov. 12, 1999, 113 
Stat. 1436; Pub. L. 111–203, title X, § 1093(1), July 
21, 2010, 124 Stat. 2095.) 

AMENDMENTS 

2010—Subsec. (b). Pub. L. 111–203 inserted ‘‘, other 
than the Bureau of Consumer Financial Protection,’’ 
after ‘‘section 6805(a) of this title’’ in introductory pro-
visions. 

EFFECTIVE DATE OF 2010 AMENDMENT 

Amendment by Pub. L. 111–203 effective on the des-
ignated transfer date, see section 1100H of Pub. L. 
111–203, set out as a note under section 552a of Title 5, 
Government Organization and Employees. 

EFFECTIVE DATE 

Pub. L. 106–102, title V, § 510, Nov. 12, 1999, 113 Stat. 
1445, provided that: ‘‘This subtitle [subtitle A 
(§§ 501–510) of title V of Pub. L. 106–102, enacting this 
subchapter and amending section 1681s of this title] 
shall take effect 6 months after the date on which rules 
are required to be prescribed under section 504(a)(3) [15 
U.S.C. 6804(a)(3)], except— 

‘‘(1) to the extent that a later date is specified in 
the rules prescribed under section 504; and 

‘‘(2) that sections 504 [15 U.S.C. 6804] and 506 [enact-
ing section 6806 of this title and amending section 
1681s of this title] shall be effective upon enactment 
[Nov. 12, 1999].’’ 

§ 6802. Obligations with respect to disclosures of 
personal information 

(a) Notice requirements 

Except as otherwise provided in this sub-
chapter, a financial institution may not, di-

rectly or through any affiliate, disclose to a 
nonaffiliated third party any nonpublic personal 
information, unless such financial institution 
provides or has provided to the consumer a no-
tice that complies with section 6803 of this title. 

(b) Opt out 
(1) In general 

A financial institution may not disclose 
nonpublic personal information to a non-
affiliated third party unless— 

(A) such financial institution clearly and 
conspicuously discloses to the consumer, in 
writing or in electronic form or other form 
permitted by the regulations prescribed 
under section 6804 of this title, that such in-
formation may be disclosed to such third 
party; 

(B) the consumer is given the opportunity, 
before the time that such information is ini-
tially disclosed, to direct that such informa-
tion not be disclosed to such third party; and 

(C) the consumer is given an explanation 
of how the consumer can exercise that non-
disclosure option. 

(2) Exception 

This subsection shall not prevent a financial 
institution from providing nonpublic personal 
information to a nonaffiliated third party to 
perform services for or functions on behalf of 
the financial institution, including marketing 
of the financial institution’s own products or 
services, or financial products or services of-
fered pursuant to joint agreements between 
two or more financial institutions that com-
ply with the requirements imposed by the reg-
ulations prescribed under section 6804 of this 
title, if the financial institution fully discloses 
the providing of such information and enters 
into a contractual agreement with the third 
party that requires the third party to main-
tain the confidentiality of such information. 

(c) Limits on reuse of information 

Except as otherwise provided in this sub-
chapter, a nonaffiliated third party that re-
ceives from a financial institution nonpublic 
personal information under this section shall 
not, directly or through an affiliate of such re-
ceiving third party, disclose such information to 
any other person that is a nonaffiliated third 
party of both the financial institution and such 
receiving third party, unless such disclosure 
would be lawful if made directly to such other 
person by the financial institution. 

(d) Limitations on the sharing of account num-
ber information for marketing purposes 

A financial institution shall not disclose, 
other than to a consumer reporting agency, an 
account number or similar form of access num-
ber or access code for a credit card account, de-
posit account, or transaction account of a con-
sumer to any nonaffiliated third party for use in 
telemarketing, direct mail marketing, or other 
marketing through electronic mail to the con-
sumer. 

(e) General exceptions 

Subsections (a) and (b) of this section shall 
not prohibit the disclosure of nonpublic personal 
information— 
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1 So in original. Probably should be followed by a comma. 

(1) as necessary to effect, administer, or en-
force a transaction requested or authorized by 
the consumer, or in connection with— 

(A) servicing or processing a financial 
product or service requested or authorized 
by the consumer; 

(B) maintaining or servicing the consum-
er’s account with the financial institution, 
or with another entity as part of a private 
label credit card program or other extension 
of credit on behalf of such entity; or 

(C) a proposed or actual securitization, 
secondary market sale (including sales of 
servicing rights), or similar transaction re-
lated to a transaction of the consumer; 

(2) with the consent or at the direction of 
the consumer; 

(3)(A) to protect the confidentiality or secu-
rity of the financial institution’s records per-
taining to the consumer, the service or prod-
uct, or the transaction therein; (B) to protect 
against or prevent actual or potential fraud, 
unauthorized transactions, claims, or other li-
ability; (C) for required institutional risk con-
trol, or for resolving customer disputes or in-
quiries; (D) to persons holding a legal or bene-
ficial interest relating to the consumer; or (E) 
to persons acting in a fiduciary or representa-
tive capacity on behalf of the consumer; 

(4) to provide information to insurance rate 
advisory organizations, guaranty funds or 
agencies, applicable rating agencies of the fi-
nancial institution, persons assessing the in-
stitution’s compliance with industry stand-
ards, and the institution’s attorneys, account-
ants, and auditors; 

(5) to the extent specifically permitted or re-
quired under other provisions of law and in ac-
cordance with the Right to Financial Privacy 
Act of 1978 [12 U.S.C. 3401 et seq.], to law en-
forcement agencies (including the Bureau of 
Consumer Financial Protection 1 a Federal 
functional regulator, the Secretary of the 
Treasury with respect to subchapter II of 
chapter 53 of title 31, and chapter 2 of title I 
of Public Law 91–508 (12 U.S.C. 1951–1959), a 
State insurance authority, or the Federal 
Trade Commission), self-regulatory organiza-
tions, or for an investigation on a matter re-
lated to public safety; 

(6)(A) to a consumer reporting agency in ac-
cordance with the Fair Credit Reporting Act 
[15 U.S.C. 1681 et seq.], or (B) from a consumer 
report reported by a consumer reporting agen-
cy; 

(7) in connection with a proposed or actual 
sale, merger, transfer, or exchange of all or a 
portion of a business or operating unit if the 
disclosure of nonpublic personal information 
concerns solely consumers of such business or 
unit; or 

(8) to comply with Federal, State, or local 
laws, rules, and other applicable legal require-
ments; to comply with a properly authorized 
civil, criminal, or regulatory investigation or 
subpoena or summons by Federal, State, or 
local authorities; or to respond to judicial 
process or government regulatory authorities 

having jurisdiction over the financial institu-
tion for examination, compliance, or other 
purposes as authorized by law. 

(Pub. L. 106–102, title V, § 502, Nov. 12, 1999, 113 
Stat. 1437; Pub. L. 111–203, title X, § 1093(2), July 
21, 2010, 124 Stat. 2095.) 

REFERENCES IN TEXT 

This subchapter, referred to in subsecs. (a) and (c), 
was in the original ‘‘this subtitle’’, meaning subtitle A 
(§§ 501–510) of title V of Pub. L. 106–102, Nov. 12, 1999, 113 
Stat. 1436, which is classified principally to this sub-
chapter. For complete classification of subtitle A to 
the Code, see Tables. 

The Right to Financial Privacy Act of 1978, referred 
to in subsec. (e)(5), is title XI of Pub. L. 95–630, Nov. 10, 
1978, 92 Stat. 3697, which is classified generally to chap-
ter 35 (§ 3401 et seq.) of Title 12, Banks and Banking. For 
complete classification of this Act to the Code, see 
Short Title note set out under section 3401 of Title 12 
and Tables. 

Chapter 2 of title I of Public Law 91–508, referred to 
in subsec. (e)(5), is chapter 2 (§§ 121–129) of title I of Pub. 
L. 91–508, Oct. 26, 1970, 84 Stat. 1116, which is classified 
generally to chapter 21 (§ 1951 et seq.) of Title 12, Banks 
and Banking. For complete classification of chapter 2 
to the Code, see Tables. 

The Fair Credit Reporting Act, referred to in subsec. 
(e)(6)(A), is title VI of Pub. L. 90–321, as added by Pub. 
L. 91–508, title VI, § 601, Oct. 26, 1970, 84 Stat. 1127, which 
is classified generally to subchapter III (§ 1681 et seq.) of 
chapter 41 of this title. For complete classification of 
this Act to the Code, see Short Title note set out under 
section 1601 of this title and Tables. 

AMENDMENTS 

2010—Subsec. (e)(5). Pub. L. 111–203 inserted ‘‘the Bu-
reau of Consumer Financial Protection’’ after ‘‘(includ-
ing’’. 

EFFECTIVE DATE OF 2010 AMENDMENT 

Amendment by Pub. L. 111–203 effective on the des-
ignated transfer date, see section 1100H of Pub. L. 
111–203, set out as a note under section 552a of Title 5, 
Government Organization and Employees. 

§ 6803. Disclosure of institution privacy policy 

(a) Disclosure required 

At the time of establishing a customer rela-
tionship with a consumer and not less than an-
nually during the continuation of such relation-
ship, a financial institution shall provide a clear 
and conspicuous disclosure to such consumer, in 
writing or in electronic form or other form per-
mitted by the regulations prescribed under sec-
tion 6804 of this title, of such financial institu-
tion’s policies and practices with respect to— 

(1) disclosing nonpublic personal informa-
tion to affiliates and nonaffiliated third par-
ties, consistent with section 6802 of this title, 
including the categories of information that 
may be disclosed; 

(2) disclosing nonpublic personal informa-
tion of persons who have ceased to be cus-
tomers of the financial institution; and 

(3) protecting the nonpublic personal infor-
mation of consumers. 

(b) Regulations 

Disclosures required by subsection (a) shall be 
made in accordance with the regulations pre-
scribed under section 6804 of this title. 

(c) Information to be included 

The disclosure required by subsection (a) of 
this section shall include— 
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(1) the policies and practices of the institu-
tion with respect to disclosing nonpublic per-
sonal information to nonaffiliated third par-
ties, other than agents of the institution, con-
sistent with section 6802 of this title, and in-
cluding— 

(A) the categories of persons to whom the 
information is or may be disclosed, other 
than the persons to whom the information 
may be provided pursuant to section 6802(e) 
of this title; and 

(B) the policies and practices of the insti-
tution with respect to disclosing of non-
public personal information of persons who 
have ceased to be customers of the financial 
institution; 

(2) the categories of nonpublic personal in-
formation that are collected by the financial 
institution; 

(3) the policies that the institution main-
tains to protect the confidentiality and secu-
rity of nonpublic personal information in ac-
cordance with section 6801 of this title; and 

(4) the disclosures required, if any, under 
section 1681a(d)(2)(A)(iii) of this title. 

(d) Exemption for certified public accountants 
(1) In general 

The disclosure requirements of subsection 
(a) do not apply to any person, to the extent 
that the person is— 

(A) a certified public accountant; 
(B) certified or licensed for such purpose 

by a State; and 
(C) subject to any provision of law, rule, or 

regulation issued by a legislative or regu-
latory body of the State, including rules of 
professional conduct or ethics, that pro-
hibits disclosure of nonpublic personal infor-
mation without the knowing and expressed 
consent of the consumer. 

(2) Limitation 

Nothing in this subsection shall be con-
strued to exempt or otherwise exclude any fi-
nancial institution that is affiliated or be-
comes affiliated with a certified public ac-
countant described in paragraph (1) from any 
provision of this section. 

(3) Definitions 

For purposes of this subsection, the term 
‘‘State’’ means any State or territory of the 
United States, the District of Columbia, Puer-
to Rico, Guam, American Samoa, the Trust 
Territory of the Pacific Islands, the Virgin Is-
lands, or the Northern Mariana Islands. 

(e) Model forms 
(1) In general 

The agencies referred to in section 6804(a)(1) 
of this title shall jointly develop a model form 
which may be used, at the option of the finan-
cial institution, for the provision of disclo-
sures under this section. 

(2) Format 

A model form developed under paragraph (1) 
shall— 

(A) be comprehensible to consumers, with 
a clear format and design; 

(B) provide for clear and conspicuous dis-
closures; 

(C) enable consumers easily to identify the 
sharing practices of a financial institution 
and to compare privacy practices among fi-
nancial institutions; and 

(D) be succinct, and use an easily readable 
type font. 

(3) Timing 

A model form required to be developed by 
this subsection shall be issued in proposed 
form for public comment not later than 180 
days after October 13, 2006. 

(4) Safe harbor 

Any financial institution that elects to pro-
vide the model form developed by the agencies 
under this subsection shall be deemed to be in 
compliance with the disclosures required 
under this section. 

(Pub. L. 106–102, title V, § 503, Nov. 12, 1999, 113 
Stat. 1439; Pub. L. 109–351, title VI, § 609, title 
VII, § 728, Oct. 13, 2006, 120 Stat. 1983, 2003.) 

AMENDMENTS 

2006—Pub. L. 109–351 designated concluding provisions 
of subsec. (a) as (b), inserted heading, substituted ‘‘Dis-
closures required by subsection (a)’’ for ‘‘Such disclo-
sures’’, redesignated former subsec. (b) as (c), and added 
subsecs. (d) and (e). 

TERMINATION OF TRUST TERRITORY OF THE PACIFIC 
ISLANDS 

For termination of Trust Territory of the Pacific Is-
lands, see note set out preceding section 1681 of Title 
48, Territories and Insular Possessions. 

§ 6804. Rulemaking 

(a) Regulatory authority 

(1) Rulemaking 

(A) In general 

Except as provided in subparagraph (C), 
the Bureau of Consumer Financial Protec-
tion and the Securities and Exchange Com-
mission shall have authority to prescribe 
such regulations as may be necessary to 
carry out the purposes of this subchapter 
with respect to financial institutions and 
other persons subject to their respective ju-
risdiction under section 6805 of this title 
(and notwithstanding subtitle B of the Con-
sumer Financial Protection Act of 2010 [12 
U.S.C. 5511 et seq.]), except that the Bureau 
of Consumer Financial Protection shall not 
have authority to prescribe regulations with 
respect to the standards under section 6801 
of this title. 

(B) CFTC 

The Commodity Futures Trading Commis-
sion shall have authority to prescribe such 
regulations as may be necessary to carry out 
the purposes of this subchapter with respect 
to financial institutions and other persons 
subject to the jurisdiction of the Commodity 
Futures Trading Commission under section 
7b–2 of title 7. 

(C) Federal Trade Commission authority 

Notwithstanding the authority of the Bu-
reau of Consumer Financial Protection 
under subparagraph (A), the Federal Trade 
Commission shall have authority to pre-
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1 So in original. Probably should be ‘‘and, as appropriate, 
with’’. 

scribe such regulations as may be necessary 
to carry out the purposes of this subchapter 
with respect to any financial institution 
that is a person described in section 1029(a) 
of the Consumer Financial Protection Act of 
2010 [12 U.S.C. 5519(a)]. 

(D) Rule of construction 

Nothing in this paragraph shall be con-
strued to alter, affect, or otherwise limit the 
authority of a State insurance authority to 
adopt regulations to carry out this sub-
chapter. 

(2) Coordination, consistency, and comparabil-
ity 

Each of the agencies authorized under para-
graph (1) to prescribe regulations shall consult 
and coordinate with the other such agencies 
and, as appropriate, and with 1 representatives 
of State insurance authorities designated by 
the National Association of Insurance Com-
missioners, for the purpose of assuring, to the 
extent possible, that the regulations pre-
scribed by each such agency are consistent and 
comparable with the regulations prescribed by 
the other such agencies. 

(3) Procedures and deadline 

Such regulations shall be prescribed in ac-
cordance with applicable requirements of title 
5. 

(b) Authority to grant exceptions 

The regulations prescribed under subsection 
(a) of this section may include such additional 
exceptions to subsections (a) through (d) of sec-
tion 6802 of this title as are deemed consistent 
with the purposes of this subchapter. 

(Pub. L. 106–102, title V, § 504, Nov. 12, 1999, 113 
Stat. 1439; Pub. L. 111–203, title X, § 1093(3), July 
21, 2010, 124 Stat. 2095.) 

REFERENCES IN TEXT 

This subchapter, referred to in subsecs. (a)(1) and (b), 
was in the original ‘‘this subtitle’’, meaning subtitle A 
(§§ 501–510) of title V of Pub. L. 106–102, Nov. 12, 1999, 113 
Stat. 1436, which is classified principally to this sub-
chapter. For complete classification of subtitle A to 
the Code, see Tables. 

The Consumer Financial Protection Act of 2010, re-
ferred to in subsec. (a)(1)(A), is title X of Pub. L. 
111–203, July 21, 2010, 124 Stat. 1955. Subtitle B 
(§§ 1021–1029A) of the Act is classified generally to part 
B (§ 5511 et seq.) of subchapter V of chapter 53 of Title 
12, Banks and Banking. For complete classification of 
subtitle B to the Code, see Tables. 

AMENDMENTS 

2010—Subsec. (a)(1), (2). Pub. L. 111–203, § 1093(3)(A), 
added pars. (1) and (2) and struck out former pars. (1) 
and (2) which related, respectively, to rulemaking by 
the Federal banking agencies, the National Credit 
Union Administration, the Secretary of the Treasury, 
the Securities and Exchange Commission, and the Fed-
eral Trade Commission, and consultation and coordina-
tion among these agencies and authorities to assure 
consistency and comparability of regulations. 

Subsec. (a)(3). Pub. L. 111–203, § 1093(3)(B), struck out 
‘‘and shall be issued in final form not later than 6 
months after November 12, 1999’’ after ‘‘title 5’’. 

EFFECTIVE DATE OF 2010 AMENDMENT 

Amendment by Pub. L. 111–203 effective on the des-
ignated transfer date, see section 1100H of Pub. L. 
111–203, set out as a note under section 552a of Title 5, 
Government Organization and Employees. 

§ 6805. Enforcement 

(a) In general 

Subject to subtitle B of the Consumer Finan-
cial Protection Act of 2010 [12 U.S.C. 5511 et 
seq.], this subchapter and the regulations pre-
scribed thereunder shall be enforced by the Bu-
reau of Consumer Financial Protection, the Fed-
eral functional regulators, the State insurance 
authorities, and the Federal Trade Commission 
with respect to financial institutions and other 
persons subject to their jurisdiction under appli-
cable law, as follows: 

(1) Under section 1818 of title 12, by the ap-
propriate Federal banking agency, as defined 
in section 1813(q) of title 12, in the case of— 

(A) national banks, Federal branches and 
Federal agencies of foreign banks, and any 
subsidiaries of such entities (except brokers, 
dealers, persons providing insurance, invest-
ment companies, and investment advisers); 

(B) member banks of the Federal Reserve 
System (other than national banks), 
branches and agencies of foreign banks 
(other than Federal branches, Federal agen-
cies, and insured State branches of foreign 
banks), commercial lending companies 
owned or controlled by foreign banks, orga-
nizations operating under section 25 or 25A 
of the Federal Reserve Act [12 U.S.C. 601 et 
seq., 611 et seq.], and bank holding compa-
nies and their nonbank subsidiaries or affili-
ates (except brokers, dealers, persons provid-
ing insurance, investment companies, and 
investment advisers); 

(C) banks insured by the Federal Deposit 
Insurance Corporation (other than members 
of the Federal Reserve System), insured 
State branches of foreign banks, and any 
subsidiaries of such entities (except brokers, 
dealers, persons providing insurance, invest-
ment companies, and investment advisers); 
and 

(D) savings associations the deposits of 
which are insured by the Federal Deposit In-
surance Corporation, and any subsidiaries of 
such savings associations (except brokers, 
dealers, persons providing insurance, invest-
ment companies, and investment advisers). 

(2) Under the Federal Credit Union Act [12 
U.S.C. 1751 et seq.], by the Board of the Na-
tional Credit Union Administration with re-
spect to any federally insured credit union, 
and any subsidiaries of such an entity. 

(3) Under the Securities Exchange Act of 1934 
[15 U.S.C. 78a et seq.], by the Securities and 
Exchange Commission with respect to any 
broker or dealer. 

(4) Under the Investment Company Act of 
1940 [15 U.S.C. 80a–1 et seq.], by the Securities 
and Exchange Commission with respect to in-
vestment companies. 

(5) Under the Investment Advisers Act of 
1940 [15 U.S.C. 80b–1 et seq.], by the Securities 
and Exchange Commission with respect to in-
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vestment advisers registered with the Com-
mission under such Act. 

(6) Under State insurance law, in the case of 
any person engaged in providing insurance, by 
the applicable State insurance authority of 
the State in which the person is domiciled, 
subject to section 6701 of this title. 

(7) Under the Federal Trade Commission Act 
[15 U.S.C. 41 et seq.], by the Federal Trade 
Commission for any other financial institu-
tion or other person that is not subject to the 
jurisdiction of any agency or authority under 
paragraphs (1) through (6) of this subsection. 

(8) Under subtitle E of the Consumer Finan-
cial Protection Act of 2010 [12 U.S.C. 5561 et 
seq.], by the Bureau of Consumer Financial 
Protection, in the case of any financial insti-
tution and other covered person or service pro-
vider that is subject to the jurisdiction of the 
Bureau and any person subject to this sub-
chapter, but not with respect to the standards 
under section 6801 of this title. 

(b) Enforcement of section 6801 

(1) In general 

Except as provided in paragraph (2), the 
agencies and authorities described in sub-
section (a), other than the Bureau of Con-
sumer Financial Protection, of this section 
shall implement the standards prescribed 
under section 6801(b) of this title in the same 
manner, to the extent practicable, as stand-
ards prescribed pursuant to section 1831p–1(a) 
of title 12 are implemented pursuant to such 
section. 

(2) Exception 

The agencies and authorities described in 
paragraphs (3), (4), (5), (6), and (7) of subsection 
(a) of this section shall implement the stand-
ards prescribed under section 6801(b) of this 
title by rule with respect to the financial in-
stitutions and other persons subject to their 
respective jurisdictions under subsection (a) of 
this section. 

(c) Absence of State action 

If a State insurance authority fails to adopt 
regulations to carry out this subchapter, such 
State shall not be eligible to override, pursuant 
to section 1831x(g)(2)(B)(iii) of title 12, the insur-
ance customer protection regulations prescribed 
by a Federal banking agency under section 
1831x(a) of title 12. 

(d) Definitions 

The terms used in subsection (a)(1) of this sec-
tion that are not defined in this subchapter or 
otherwise defined in section 1813(s) of title 12 
shall have the same meaning as given in section 
3101 of title 12. 

(Pub. L. 106–102, title V, § 505, Nov. 12, 1999, 113 
Stat. 1440; Pub. L. 111–203, title X, § 1093(4), (5), 
July 21, 2010, 124 Stat. 2096, 2097.) 

REFERENCES IN TEXT 

The Consumer Financial Protection Act of 2010, re-
ferred to in subsec. (a), is title X of Pub. L. 111–203, July 
21, 2010, 124 Stat. 1955. Subtitles B (§§ 1021–1029A) and E 
(§§ 1051–1058) of the Act are classified generally to parts 
B (§ 5511 et seq.) and E (§ 5561 et seq.), respectively, of 
subchapter V of chapter 53 of Title 12, Banks and Bank-

ing. For complete classification of subtitles B and E to 
the Code, see Tables. 

This subchapter, referred to in subsecs. (a), (c), and 
(d), was in the original ‘‘this subtitle’’, meaning sub-
title A (§§ 501–510) of title V of Pub. L. 106–102, Nov. 12, 
1999, 113 Stat. 1436, which is classified principally to 
this subchapter. For complete classification of subtitle 
A to the Code, see Tables. 

Section 25 of the Federal Reserve Act, referred to in 
subsec. (a)(1)(B), is classified to subchapter I (§ 601 et 
seq.) of chapter 6 of Title 12, Banks and Banking. Sec-
tion 25A of the Federal Reserve Act is classified to sub-
chapter II (§ 611 et seq.) of chapter 6 of Title 12. 

The Federal Credit Union Act, referred to in subsec. 
(a)(2), is act June 26, 1934, ch. 750, 48 Stat. 1216, which 
is classified generally to chapter 14 (§ 1751 et seq.) of 
Title 12, Banks and Banking. For complete classifica-
tion of this Act to the Code, see section 1751 of Title 12 
and Tables. 

The Securities Exchange Act of 1934, referred to in 
subsec. (a)(3), is act June 6, 1934, ch. 404, 48 Stat. 881, 
which is classified principally to chapter 2B (§ 78a et 
seq.) of this title. For complete classification of this 
Act to the Code, see section 78a of this title and Tables. 

The Investment Company Act of 1940, referred to in 
subsec. (a)(4), is title I of act Aug. 22, 1940, ch. 686, 54 
Stat. 789, which is classified generally to subchapter I 
(§ 80a–1 et seq.) of chapter 2D of this title. For complete 
classification of this Act to the Code, see section 80a–51 
of this title and Tables. 

The Investment Advisers Act of 1940, referred to in 
subsec. (a)(5), is title II of act Aug. 22, 1940, ch. 686, 54 
Stat. 847, which is classified generally to subchapter II 
(§ 80b–1 et seq.) of chapter 2D of this title. For complete 
classification of this Act to the Code, see section 80b–20 
of this title and Tables. 

The Federal Trade Commission Act, referred to in 
subsec. (a)(7), is act Sept. 26, 1914, ch. 311, 38 Stat. 717, 
which is classified generally to subchapter I (§ 41 et 
seq.) of chapter 2 of this title. For complete classifica-
tion of this Act to the Code, see section 58 of this title 
and Tables. 

AMENDMENTS 

2010—Subsec. (a). Pub. L. 111–203, § 1093(4)(A), sub-
stituted ‘‘Subject to subtitle B of the Consumer Finan-
cial Protection Act of 2010, this subchapter and the reg-
ulations prescribed thereunder shall be enforced by the 
Bureau of Consumer Financial Protection, the Federal 
functional regulators, the State insurance authorities, 
and the Federal Trade Commission with respect to fi-
nancial institutions and other persons subject to their 
jurisdiction under applicable law, as follows:’’ for ‘‘This 
subchapter and the regulations prescribed thereunder 
shall be enforced by the Federal functional regulators, 
the State insurance authorities, and the Federal Trade 
Commission with respect to financial institutions and 
other persons subject to their jurisdiction under appli-
cable law, as follows:’’. 

Subsec. (a)(1). Pub. L. 111–203, § 1093(4)(B)(i), inserted 
‘‘by the appropriate Federal banking agency, as defined 
in section 1813(q) of title 12,’’ before ‘‘in the case of—’’. 

Subsec. (a)(1)(A). Pub. L. 111–203, § 1093(4)(B)(ii), 
struck out ‘‘, by the Office of the Comptroller of the 
Currency’’ before semicolon at end. 

Subsec. (a)(1)(B). Pub. L. 111–203, § 1093(4)(B)(iii), 
struck out ‘‘, by the Board of Governors of the Federal 
Reserve System’’ before semicolon at end. 

Subsec. (a)(1)(C). Pub. L. 111–203, § 1093(4)(B)(iv), 
struck out ‘‘, by the Board of Directors of the Federal 
Deposit Insurance Corporation’’ before ‘‘; and’’. 

Subsec. (a)(1)(D). Pub. L. 111–203, § 1093(4)(B)(v), 
struck out ‘‘, by the Director of the Office of Thrift Su-
pervision’’ before period at end. 

Subsec. (a)(8). Pub. L. 111–203, § 1093(4)(C), added par. 
(8). 

Subsec. (b)(1). Pub. L. 111–203, § 1093(5), inserted 
‘‘, other than the Bureau of Consumer Financial Pro-
tection,’’ before ‘‘shall implement the standards’’. 
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EFFECTIVE DATE OF 2010 AMENDMENT 

Amendment by Pub. L. 111–203 effective on the des-
ignated transfer date, see section 1100H of Pub. L. 
111–203, set out as a note under section 552a of Title 5, 
Government Organization and Employees. 

§ 6806. Relation to other provisions 

Except for the amendments made by sub-
sections (a) and (b), nothing in this chapter shall 
be construed to modify, limit, or supersede the 
operation of the Fair Credit Reporting Act [15 
U.S.C. 1681 et seq.], and no inference shall be 
drawn on the basis of the provisions of this 
chapter regarding whether information is trans-
action or experience information under section 
603 of such Act [15 U.S.C. 1681a]. 

(Pub. L. 106–102, title V, § 506(c), Nov. 12, 1999, 113 
Stat. 1442.) 

REFERENCES IN TEXT 

Amendments made by subsections (a) and (b), re-
ferred to in text, means amendments made by section 
506(a) and (b) of Pub. L. 106–102, which amended section 
1681s of this title. 

This chapter, referred to in text, was in the original 
‘‘this title’’, meaning title V of Pub. L. 106–102, Nov. 12, 
1999, 113 Stat. 1436, as amended, which enacted this 
chapter and amended section 1681s of this title. For 
complete classification of title V to the Code, see 
Tables. 

The Fair Credit Reporting Act, referred to in text, is 
title VI of Pub. L. 90–321, as added by Pub. L. 91–508, 
title VI, § 601, Oct. 26, 1970, 84 Stat. 1127, as amended, 
which is classified generally to subchapter III (§ 1681 et 
seq.) of chapter 41 of this title. For complete classifica-
tion of this Act to the Code, see Short Title note set 
out under section 1601 of this title and Tables. 

§ 6807. Relation to State laws 

(a) In general 

This subchapter and the amendments made by 
this subchapter shall not be construed as super-
seding, altering, or affecting any statute, regu-
lation, order, or interpretation in effect in any 
State, except to the extent that such statute, 
regulation, order, or interpretation is inconsist-
ent with the provisions of this subchapter, and 
then only to the extent of the inconsistency. 

(b) Greater protection under State law 

For purposes of this section, a State statute, 
regulation, order, or interpretation is not incon-
sistent with the provisions of this subchapter if 
the protection such statute, regulation, order, 
or interpretation affords any person is greater 
than the protection provided under this sub-
chapter and the amendments made by this sub-
chapter, as determined by the Bureau of Con-
sumer Financial Protection, after consultation 
with the agency or authority with jurisdiction 
under section 6805(a) of this title of either the 
person that initiated the complaint or that is 
the subject of the complaint, on its own motion 
or upon the petition of any interested party. 

(Pub. L. 106–102, title V, § 507, Nov. 12, 1999, 113 
Stat. 1442; Pub. L. 111–203, title X, § 1093(6), July 
21, 2010, 124 Stat. 2097.) 

REFERENCES IN TEXT 

This subchapter, referred to in text, was in the origi-
nal ‘‘this subtitle’’, meaning subtitle A (§§ 501–510) of 
title V of Pub. L. 106–102, Nov. 12, 1999, 113 Stat. 1436, 

which is classified principally to this subchapter. For 
complete classification of subtitle A to the Code, see 
Tables. 

AMENDMENTS 

2010—Subsec. (b). Pub. L. 111–203 substituted ‘‘Bureau 
of Consumer Financial Protection’’ for ‘‘Federal Trade 
Commission’’. 

EFFECTIVE DATE OF 2010 AMENDMENT 

Amendment by Pub. L. 111–203 effective on the des-
ignated transfer date, see section 1100H of Pub. L. 
111–203, set out as a note under section 552a of Title 5, 
Government Organization and Employees. 

§ 6808. Study of information sharing among fi-
nancial affiliates 

(a) In general 

The Secretary of the Treasury, in conjunction 
with the Federal functional regulators and the 
Federal Trade Commission, shall conduct a 
study of information sharing practices among fi-
nancial institutions and their affiliates. Such 
study shall include— 

(1) the purposes for the sharing of confiden-
tial customer information with affiliates or 
with nonaffiliated third parties; 

(2) the extent and adequacy of security pro-
tections for such information; 

(3) the potential risks for customer privacy 
of such sharing of information; 

(4) the potential benefits for financial insti-
tutions and affiliates of such sharing of infor-
mation; 

(5) the potential benefits for customers of 
such sharing of information; 

(6) the adequacy of existing laws to protect 
customer privacy; 

(7) the adequacy of financial institution pri-
vacy policy and privacy rights disclosure 
under existing law; 

(8) the feasibility of different approaches, in-
cluding opt-out and opt-in, to permit cus-
tomers to direct that confidential information 
not be shared with affiliates and nonaffiliated 
third parties; and 

(9) the feasibility of restricting sharing of 
information for specific uses or of permitting 
customers to direct the uses for which infor-
mation may be shared. 

(b) Consultation 

The Secretary shall consult with representa-
tives of State insurance authorities designated 
by the National Association of Insurance Com-
missioners, and also with financial services in-
dustry, consumer organizations and privacy 
groups, and other representatives of the general 
public, in formulating and conducting the study 
required by subsection (a) of this section. 

(c) Report 

On or before January 1, 2002, the Secretary 
shall submit a report to the Congress containing 
the findings and conclusions of the study re-
quired under subsection (a) of this section, to-
gether with such recommendations for legisla-
tive or administrative action as may be appro-
priate. 

(Pub. L. 106–102, title V, § 508, Nov. 12, 1999, 113 
Stat. 1442.) 

§ 6809. Definitions 

As used in this subchapter: 
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(1) Federal banking agency 

The term ‘‘Federal banking agency’’ has the 
same meaning as given in section 1813 of title 
12. 

(2) Federal functional regulator 

The term ‘‘Federal functional regulator’’ 
means— 

(A) the Board of Governors of the Federal 
Reserve System; 

(B) the Office of the Comptroller of the 
Currency; 

(C) the Board of Directors of the Federal 
Deposit Insurance Corporation; 

(D) the Director of the Office of Thrift Su-
pervision; 

(E) the National Credit Union Administra-
tion Board; and 

(F) the Securities and Exchange Commis-
sion. 

(3) Financial institution 

(A) In general 

The term ‘‘financial institution’’ means 
any institution the business of which is en-
gaging in financial activities as described in 
section 1843(k) of title 12. 

(B) Persons subject to CFTC regulation 

Notwithstanding subparagraph (A), the 
term ‘‘financial institution’’ does not in-
clude any person or entity with respect to 
any financial activity that is subject to the 
jurisdiction of the Commodity Futures Trad-
ing Commission under the Commodity Ex-
change Act [7 U.S.C. 1 et seq.]. 

(C) Farm credit institutions 

Notwithstanding subparagraph (A), the 
term ‘‘financial institution’’ does not in-
clude the Federal Agricultural Mortgage 
Corporation or any entity chartered and op-
erating under the Farm Credit Act of 1971 [12 
U.S.C. 2001 et seq.]. 

(D) Other secondary market institutions 

Notwithstanding subparagraph (A), the 
term ‘‘financial institution’’ does not in-
clude institutions chartered by Congress 
specifically to engage in transactions de-
scribed in section 6802(e)(1)(C) of this title, 
as long as such institutions do not sell or 
transfer nonpublic personal information to a 
nonaffiliated third party. 

(4) Nonpublic personal information 

(A) The term ‘‘nonpublic personal informa-
tion’’ means personally identifiable financial 
information— 

(i) provided by a consumer to a financial 
institution; 

(ii) resulting from any transaction with 
the consumer or any service performed for 
the consumer; or 

(iii) otherwise obtained by the financial in-
stitution. 

(B) Such term does not include publicly 
available information, as such term is defined 
by the regulations prescribed under section 
6804 of this title. 

(C) Notwithstanding subparagraph (B), such 
term— 

(i) shall include any list, description, or 
other grouping of consumers (and publicly 
available information pertaining to them) 
that is derived using any nonpublic personal 
information other than publicly available 
information; but 

(ii) shall not include any list, description, 
or other grouping of consumers (and publicly 
available information pertaining to them) 
that is derived without using any nonpublic 
personal information. 

(5) Nonaffiliated third party 

The term ‘‘nonaffiliated third party’’ means 
any entity that is not an affiliate of, or relat-
ed by common ownership or affiliated by cor-
porate control with, the financial institution, 
but does not include a joint employee of such 
institution. 

(6) Affiliate 

The term ‘‘affiliate’’ means any company 
that controls, is controlled by, or is under 
common control with another company. 

(7) Necessary to effect, administer, or enforce 

The term ‘‘as necessary to effect, admin-
ister, or enforce the transaction’’ means— 

(A) the disclosure is required, or is a usual, 
appropriate, or acceptable method, to carry 
out the transaction or the product or service 
business of which the transaction is a part, 
and record or service or maintain the con-
sumer’s account in the ordinary course of 
providing the financial service or financial 
product, or to administer or service benefits 
or claims relating to the transaction or the 
product or service business of which it is a 
part, and includes— 

(i) providing the consumer or the con-
sumer’s agent or broker with a confirma-
tion, statement, or other record of the 
transaction, or information on the status 
or value of the financial service or finan-
cial product; and 

(ii) the accrual or recognition of incen-
tives or bonuses associated with the trans-
action that are provided by the financial 
institution or any other party; 

(B) the disclosure is required, or is one of 
the lawful or appropriate methods, to en-
force the rights of the financial institution 
or of other persons engaged in carrying out 
the financial transaction, or providing the 
product or service; 

(C) the disclosure is required, or is a usual, 
appropriate, or acceptable method, for insur-
ance underwriting at the consumer’s request 
or for reinsurance purposes, or for any of the 
following purposes as they relate to a con-
sumer’s insurance: Account administration, 
reporting, investigating, or preventing fraud 
or material misrepresentation, processing 
premium payments, processing insurance 
claims, administering insurance benefits (in-
cluding utilization review activities), par-
ticipating in research projects, or as other-
wise required or specifically permitted by 
Federal or State law; or 

(D) the disclosure is required, or is a usual, 
appropriate or acceptable method, in con-
nection with— 
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(i) the authorization, settlement, billing, 
processing, clearing, transferring, rec-
onciling, or collection of amounts charged, 
debited, or otherwise paid using a debit, 
credit or other payment card, check, or ac-
count number, or by other payment 
means; 

(ii) the transfer of receivables, accounts 
or interests therein; or 

(iii) the audit of debit, credit or other 
payment information. 

(8) State insurance authority 

The term ‘‘State insurance authority’’ 
means, in the case of any person engaged in 
providing insurance, the State insurance au-
thority of the State in which the person is 
domiciled. 

(9) Consumer 

The term ‘‘consumer’’ means an individual 
who obtains, from a financial institution, fi-
nancial products or services which are to be 
used primarily for personal, family, or house-
hold purposes, and also means the legal rep-
resentative of such an individual. 

(10) Joint agreement 

The term ‘‘joint agreement’’ means a formal 
written contract pursuant to which two or 
more financial institutions jointly offer, en-
dorse, or sponsor a financial product or serv-
ice, and as may be further defined in the regu-
lations prescribed under section 6804 of this 
title. 

(11) Customer relationship 

The term ‘‘time of establishing a customer 
relationship’’ shall be defined by the regula-
tions prescribed under section 6804 of this 
title, and shall, in the case of a financial insti-
tution engaged in extending credit directly to 
consumers to finance purchases of goods or 
services, mean the time of establishing the 
credit relationship with the consumer. 

(Pub. L. 106–102, title V, § 509, Nov. 12, 1999, 113 
Stat. 1443.) 

REFERENCES IN TEXT 

This subchapter, referred to in text, was in the origi-
nal ‘‘this subtitle’’, meaning subtitle A (§§ 501–510) of 
title V of Pub. L. 106–102, Nov. 12, 1999, 113 Stat. 1436, 
which is classified principally to this subchapter. For 
complete classification of subtitle A to the Code, see 
Tables. 

The Commodity Exchange Act, referred to in par. 
(3)(B), is act Sept. 21, 1922, ch. 369, 42 Stat. 998, as 
amended, which is classified generally to chapter 1 (§ 1 
et seq.) of Title 7, Agriculture. For complete classifica-
tion of this Act to the Code, see section 1 of Title 7 and 
Tables. 

The Farm Credit Act of 1971, referred to in par. (3)(C), 
is Pub. L. 92–181, Dec. 10, 1971, 85 Stat. 583, as amended, 
which is classified generally to chapter 23 (§ 2001 et seq.) 
of Title 12, Banks and Banking. For complete classi-
fication of this Act to the Code, see Short Title note 
set out under section 2001 of Title 12 and Tables. 

SUBCHAPTER II—FRAUDULENT ACCESS TO 
FINANCIAL INFORMATION 

§ 6821. Privacy protection for customer informa-
tion of financial institutions 

(a) Prohibition on obtaining customer informa-
tion by false pretenses 

It shall be a violation of this subchapter for 
any person to obtain or attempt to obtain, or 
cause to be disclosed or attempt to cause to be 
disclosed to any person, customer information 
of a financial institution relating to another 
person— 

(1) by making a false, fictitious, or fraudu-
lent statement or representation to an officer, 
employee, or agent of a financial institution; 

(2) by making a false, fictitious, or fraudu-
lent statement or representation to a cus-
tomer of a financial institution; or 

(3) by providing any document to an officer, 
employee, or agent of a financial institution, 
knowing that the document is forged, counter-
feit, lost, or stolen, was fraudulently obtained, 
or contains a false, fictitious, or fraudulent 
statement or representation. 

(b) Prohibition on solicitation of a person to ob-
tain customer information from financial in-
stitution under false pretenses 

It shall be a violation of this subchapter to re-
quest a person to obtain customer information 
of a financial institution, knowing that the per-
son will obtain, or attempt to obtain, the infor-
mation from the institution in any manner de-
scribed in subsection (a) of this section. 

(c) Nonapplicability to law enforcement agencies 

No provision of this section shall be construed 
so as to prevent any action by a law enforce-
ment agency, or any officer, employee, or agent 
of such agency, to obtain customer information 
of a financial institution in connection with the 
performance of the official duties of the agency. 

(d) Nonapplicability to financial institutions in 
certain cases 

No provision of this section shall be construed 
so as to prevent any financial institution, or any 
officer, employee, or agent of a financial institu-
tion, from obtaining customer information of 
such financial institution in the course of— 

(1) testing the security procedures or sys-
tems of such institution for maintaining the 
confidentiality of customer information; 

(2) investigating allegations of misconduct 
or negligence on the part of any officer, em-
ployee, or agent of the financial institution; or 

(3) recovering customer information of the 
financial institution which was obtained or re-
ceived by another person in any manner de-
scribed in subsection (a) or (b) of this section. 

(e) Nonapplicability to insurance institutions for 
investigation of insurance fraud 

No provision of this section shall be construed 
so as to prevent any insurance institution, or 
any officer, employee, or agency of an insurance 
institution, from obtaining information as part 
of an insurance investigation into criminal ac-
tivity, fraud, material misrepresentation, or 
material nondisclosure that is authorized for 
such institution under State law, regulation, in-
terpretation, or order. 


